A highly collision-resistive RFID system multiplexes communications between thousands of transponders and a single reader using TH-CDMA based anti-collision scheme. This paper focuses on the back-end design consideration of such an RFID system with the deployment of high-level modeling techniques, accompanying a technical comparison of physical-level description, hardware-based emulation, and software-based simulation. A new rapid-prototyping simulation system was constructed to evaluate the robustness of a multiplexed RFID link system with more than 1, 000 channels in the presence of field disturbances, and the design parameters of the back-end digital signal processing that dominated anti-collision performance were explored. Finally, the derived optimum parameters were applied to the design of a back-end digital integrated circuit to be installed in collision-resistive transponder circuitry. key words : RFID, anti-collision, TH-CDMA, high-level modeling, backend design, top-down approach, robustness 
Introduction
With the rapid progress of information technology, the need for automatic individual identification is increasing. The system of radio frequency identification (RFID) [1] is attracting world-wide attention and bringing rapid market growth, since it stands to replace the commonly used barcode system [2] . Currently, some RFID systems support anti-collision features [3] , [4] for applications requiring multiple identification, such as supply-chain management and inventory management. There are two communication modes already standardized in ISO18000-3 for the purpose of multiple identification. Mode-1 employs time slot-based collision resistivity, while mode-2 employs frequency and time division multiple access (FTDMA). Identification capacity, however, is limited to the order of 500 per 22.7 sec for mode-1 and 500 per 879 ms for mode-2. In contrast, the TH-CDMA-based scheme proposed in this paper targets a much greater channel capacity of 1, 000+ per 500 ms, along with high robustness against field disturbances such as environmental noise [5] .
In this paper, we report a back-end design consideration for an RFID system using high-level modeling techniques. Although various aspects of analog circuit design for RFID communication front-end functionality have been † † The author is with the Department of Computer and Systems Engineering, Kobe University, Kobe-shi, 657-8501 Japan.
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reported, no back-end signal processing that really embodies a highly multiplexed communication scheme has yet been sufficiently explored. The goal of this paper is to establish a back-end design methodology through a high-level modeling approach. In addition, a full understanding is derived of the design parameters that critically dominate the performance of collision-resistive RFID links, which can be applied to a prototype design for back-end digital signal processing. This paper is organized as follows. Section 2 gives a brief overview of our target RFID system and our proposed communication scheme, and Sect. 3 describes system-level modeling techniques for collision-resistive RFID and implementations of it. In Sect. 4, we analyze the performance of a 1, 000+ multiple transponder link against field disturbances, then present a designed example of transponder back-end digital signal processing. Section 5 gives our conclusion.
Overview of RFID System

Overview
An RFID system consists of transponders and a reader [5] - [8] . Figure 1 depicts a block diagram of the whole RFID system. Tags incorporating a transponder are installed on each item to be identified, and they begin to respond whenever they enter the interrogation zone of a reader. ID numbers sent by the transponders are simultaneously recognized by the system. For battery-less operation of the transponders, power is supplied through inductive coupling from the reader. ID data stored in the built-in ROM of a transponder is then multiplexed, modulated, and transmitted out via an antenna. On the other hand, the reader demodulates, demultiplexes, and validates received signals, then stores ID data into a database system. Each transponder has a unique ID number. A reader receives ID numbers and a personal com- Fig. 1 An overview of our highly collision-resistive RFID system.
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The Institute of Electronics, Information and Communication Engineers puter (PC) holding an ID database recognizes what items exist within an interrogation zone. The RFID system assumed in this paper applies previously reported collision-resistive communication scheme in [5] , and key ideas are described briefly in the following subsections.
The scheme is designed to employ 13.56 MHz band as a power transmission frequency and impulse-based modulation during ID transmission, which requires broad bandwidth. As the parameters of spreading spectrum, the chip rate is 13.56 MHz, and the spreading factor which equals to the number of CDMA codes is 16. The transmission rate reaches up to 327 kbps.
Downlink Communication (a) Power Transmission
Transponders receive power in a contact-less fashion. Although the digital part operates on DC voltage, the received power detected at the transponder antenna may be AC voltage [9] , [10] , thus it must be rectified by a transponder. For example, a full-wave diode is used as a rectifier and is connected to a bifilar wound coil. Since each transponder has as its power source a capacitor with limited capacity, the power consumption of functional circuits in a transponder must be fully minimized.
(b) Synchronization
In general, synchronization between transponders and a reader is indispensable in a multiplexed communication link system. To eliminate timing extraction and tracking mechanisms, which require tremendous operation resources, a reader can signify the beginning of communication by transmitting one cycle wave whose phase is shifted 180
• against the power wave. This simple scheme not only helps both transponders and the reader to work in a synchronized timeframe, but also saves space as well as power consumption [11] .
Uplink Communication (a) Passband Modulation
In most of RFID systems, a transponder transmits the ID number by back-scatter amplitude shift keying (ASK) modulation [12] . However, when considering high collision resistance, the modulation corrupts impedance matching, since all responding transponders switch their built-in impedance. This makes power transmission significantly inefficient. Another way to modulate signals to transmit a carrier while modulating its amplitude, phase, or frequency, such as in ASK, phase-shift keying (PSK), or frequencyshift keying (FSK). These modulation schemes, however, need an oscillator in a transponder, which consumes much power. We consider that impulse modulation [13] is most adequate for highly collision-resistive RFID communication in terms of power consumption as well as space usage. A transponder itself selects one from more than 1, 000 TH-CDMA multiplexed communication channels by using an internal pseudo random sequence generator (PRSG), in contrast to a conventional design where a reader determines and designates the channel for each transponder. This simplifies the communication sequence and reduces transponder power consumption. Entire TH-CDMA multiplex/demultiplex processes can be implemented in a digital processing manner.
The variation of the received signal strength among transponders generally needs to be considered in CDMAbased communication. There are mainly two factors that cause such variation; one is the transmission signal strength of each transponder during ID transmission, and the other is the receiving signal strength of a reader. The former does not affect in the proposed scheme, since the transmission power keeps a constant during the transmission sequence using the built-in regulator and the capacitor.
However, the latter varies by the distance between the transponder and a reader's antenna in the interrogation zone. Since every transponder are located within the zone of 1 m 3 , we assume to minimize the variation by antenna arrangement and signal processing in a reader. The high-level modeling approach can provide enough power to optimize against such environmental disturbances.
Modeling of RFID Link Channels
Description Levels
In this chapter, we will discuss three modeling approaches with different description levels. The first one is a physical interaction model between a transponder and a reader described in SPICE/MATLAB, and the others are multichannel communication models between transponders and a reader. The second model was implemented on an emulator system that employed a field-programmable gate array (FPGA). In the third, we have built a high-level communication model using customized software. Details of the implementation and comparison of these models are given in the following subsections.
Circuit-Level Description
First, we have simulated physical interaction of passband This low-level description approximates analog frontend behavior and helps to assume physical communication properties in a high-level modeling approach, such as signal levels and signal-to-noise ratios estimated at the receiver side.
Behavioral Modeling for Hardware Emulation
To evaluate TH-CDMA-based multi-channel communication between transponders and a reader, we have built a communication emulator on FPGA. Figure 4 (a) shows a block diagram of the emulator, consisting of two FPGA boards, one for emulating a thousand transponder responses, the other for a reader demultiplexing operation. Although the FPGA boards are connected electrically, pseudo communication channels with Gaussian approximated environmental noise [14] , [15] are included within the transponder emulation model. Also, each of the FPGA boards has a USB interface connected to a PC. To verify multi-channel functionality, we evaluated two random-number generation mechanisms that are used to select TH-CDMA communication channels. In trial 1, the channel numbers are completely unique, which means all channels are identically pre-allocated and irrelevant to the random-number generation. In trial 2, the emulator generates channel numbers through PRSG, whose initial seed is given using an ID only for the first transmission. In trial 3, the emulator again uses PRSG, but it is seeded from the ID for every re-transmission where a different initial seed is obtained by changing bit positions in the ID. Figure 4 (b) summarizes the results. Trial 1 proves that multi-responding communication in noise-free channels perfectly works when an ideal number of channels is allocated; however, this is not practical. In consideration of field disturbance, as can be seen from trials 2 and 3, random channel selection using PRSG significantly reduces ID errors. This hardware emulation model has succeeded in demonstrating the feasibility of the proposed TH-CDMA communication scheme toward 1, 000+ multi-transponder communication [5] . 
High-Level Modeling for Software Simulation
We have built a software-based simulation system to evaluate the robustness of a multi-channel communication system against field disturbances. This simulator derives the collision probability and the error rate of multi-channel communication through the Monte Carlo approach by virtually demonstrating communication between multiple transponders and a single reader. Figure 5 shows a screen-shot of this simulation system implemented with .NET Framework 1.1 on Microsoft Windows. Since simulation parameters can be set flexibly through this graphical user interface (GUI), we can derive sets of error rates from a vast range of system operating conditions.
To construct a virtual RFID system with operational potentials as realistic as possible, the simulator is implemented with C language using the object-oriented programming (OOP) style. The simulation system, as outlined in Fig. 6 , consists mainly of a transponder class, a channel class, and a reader class. Each class provides almost identical functionality to respective real components so as to simulate system operation under practical environments rather than ideal conditions.
Transponder Class
A transponder class is an object that contains randomly assigned ID. The class assigns TH-CDMA channels with its built-in mechanism, then outputs CDMA-modulated signals to a channel class. Here, "TH-CDMA channel" means the combination of a TDMA time slot and a CDMA spread code. The simulator allocates the transponder classes into memory space for the number of transponders assumed in a field, and up to 65, 536 transponders can be dealt with. Here, the basic functions to be incorporated in a transponder class are a CRC encoder, PRSG, and a Walsh code generator. These functions are shared by all the transponders assumed in a field in order to reduce memory usage, and are also specially coded to speed simulation by using a table look-up technique.
Channel Class
To simulate multiplexed communication channels, a channel class is defined. This class receives output signals from transponder classes, then propagates them through pseudo channels. A channel class collects all the transponder communications into a single array, and adds a white Gaussian noise that is assumed to be received from a link field. Then, it hands multiplexed values to a subsequent reader class. By modifying the implementation of this class, we can conduct various simulations oriented toward physical design. For example, by introducing a weight coefficient among transponders, it is possible to represent signal deformation caused by the distance to a reader from moving transponders inside a reader interrogation zone.
We assume that the distance of every transponder to a reader's antenna is identical in the following analysis. This corresponds to an ideal case, however, we can demonstrate the availability of high-modeling approach to reach the optimum design parameters although the developed simulator can include the variance of signal strength among transponders by assigning individual weight coefficients.
Reader Class
A reader class simulates demodulation and error detection, using correlator functions that despread multiplexed channel values received from a channel class in a TH-CDMA manner. To despread all possible channels, the number of correlators allocated in the reader class is equal to the number of CDMA channels assumed in a field. Each correlator is assigned a unique Walsh code to use in the despread process. The reader class receives data from the channel class, then distributes them to all correlators. The correlator derives a correlation value by multiplying the received data with the Walsh code and records it in the TDMA array in a first-infirst-out (FIFO) manner. In other words, a FIFO buffer corresponding to the number of TDMA channels is allocated in the correlator function, and each correlation value is stored into the buffer memory. After multiplying Walsh codes, the correlator decides ID bit through thresholding function. The reader class then verifies the despread results through the CRC error-check function, and finally validates the ID received from a transponder class by searching it through the ID database. Note that there are ghost IDs that are successfully despread and pass the CRC verification but do not match anything in the ID database. These are stochastically generated through collision processes and are regarded as erroneous IDs. data and the number of ghost IDs are summarized into a table after the simulation has finished.
Demonstration of System Operation
From this status window, we can diagnose intuitively as to what types of error dominate among transponders. For example, the screen-shot demonstrates that roughly 80% of the transponders were successful, 18% experienced thresholding error, and CRC detected transmission errors for the rest.
Comparisons among Description Levels
Circuit level description consists of an electro-magnetic model and abstract physical interaction, thus this system simulates the lowest and therefore the most physical level of communication. However, this simulation model cannot handle multi-channel communication among more than 1, 000 links due to CPU-time explosion in handling a tremendous number of analog processes. The simulation precision can be improved by combining a circuit simulator and a field solver but at the cost of longer CPU computing time.
The FPGA hardware emulator embodies behavioral communication models that can operate in parallel and can efficiently evaluate RFID system performance over 1, 000-channel simultaneous communications, especially in terms of collision probability and ID error rate. However, it is difficult to model the various natures of field disturbances in the FPGA hardware, since the development of equivalent digital expression is always required. The scale of the emulation circuits can grow rapidly to better cope with field disturbances.
On the other hand, the software simulator, incorporating high-level modeling, is so flexible that it can deal with various field disturbances in a single run, although it needs more time to compute than the hardware emulation. The simulator can simultaneously evaluate the entire RFID link system performance and robustness as well, with varying system parameters such as the number of channels, correlator threshold values, and the number of transponders to be recognized. Therefore, it is a necessary tool for the design of back-end collision-resistive processing.
We have evaluated the consistency between the latter two techniques capable of communication over more than 1, 000 channels. Figure 8 compares the ID error rate (IDER) of the hardware emulator and that of the newly built simulator. In this figure, the RFID system is designed to complete multi-channel communication among 1, 024 transponders and a single reader within 600 ms, where the numbers of CDMA codes and TDMA slots are set to 16 and 512, respectively. The plot shows the dependence of IDER on the number of re-transmissions. Here, re-transmission occurs whenever the reader requires it, such as upon the occurrence of correlator failure and/or detected error through the CRC process. The obvious difference in probability is caused by the different random-number generation algorithms. In the emulator, IDs to be assigned to transponders are generated through a 16-bit maximum sequence generator. On the other hand, in the simulator, IDs are generated by random functions generally provided by the software development environment. When ID numbers are used as seeds for random sequences, a distribution of random numbers produced by the simulator is more unique than one by the emulator. Although the random-number generation methods are different, it is clear that collision resistance displays very similar trends.
Analysis and Design of 1, 000+ Multiple RFID Link
Overview
In this section, we extract the optimum set of design parameters for a 1, 000+ RFID link system through analyzing the various simulations mentioned in Sect. 3.4.
The maximum number of simultaneous links enabled by TH-CDMA is defined as N = s · c, where the numbers of TDMA slots and CDMA codes are s and c, respectively. By increasing s or c, the number of transponders that can simultaneously transmit also increases at the same rate, through TDMA channels or CDMA channels, respectively. To reduce link errors, the transponder re-assigns channel numbers using its built-in random mechanism for every ID transmission. The number of re-transmissions is defined as x. The time to transmit all the bits of each ID number, T t , is given as:
where the length of an ID, that of CRC, and the time to transmit one bit is l ID , l CRC , and T , respectively. We can increase the number of transponders simultaneously recognizable by increasing the channel number. However, it is also necessary to decrease the number of re-transmissions under the boundary of the maximum T t , a number which is application specific. Thus, it is important to analyze the trade-off.
As the criterion, we define two error-related quantities, the ID error rate (IDER) and the number of erroneous IDs (NEID). IDER denotes the probability of an ID occurrence that cannot be recognized by a reader after successive retransmissions up to T t . NEID represents the ratio of the number of ghost IDs, which were defined in Sect. 3.4.3, to the number of re-transmissions, expressing the potential rate of errors due to collision.
Effects of Field Disturbance on RFID Links
Channel Collision in Noise Environment
We have examined the effects of field, thus environmental, noise on IDER and how re-transmission can suppress the IDER, under two assumed sets of system parameters that feature T t = 400 ms and c = 6 and only differ in s of 512 and 256. This provides the maximum number of retransmissions, 4 and 9, in the respective sets. Environmental noise of 5, 10, 15, and 20 dB in terms of SNR is considered as well as noiseless. Results are shown in Fig. 9 .
In Fig. 9 , we see that the effect of channel noise increases the smaller IDER becomes. When T t becomes close to 400 ms, there is a decadal difference in IDER between a noiseless environment and a noisy one with a 5-dB SNR. It is clear that the increase of re-transmissions reduces IDER at any noise level. Also, the improvement of the error rate is better in the second set where the number of TDMA slots decreases by half while doubling the maximum allowable number of re-transmissions. This improvement can overcome degradation due to noise.
Capacity of Simultaneous Recognition
To evaluate the collision resistance, we have simulated a system with the number of transponders as a parameter up to 2, 000 and derived the relationship with IDER, in the presence of noise at an SNR of 20 dB. The numbers of communication channels (= s × c) are 4, 096, 8, 192, 16, 384 , and 32, 768, while those of re-transmissions are 9, 4, 2, and 1, respectively, where T t = 400 ms is chosen as a boundary condition. Figure 10 presents the simulation results, which indicate that it is better to increase the number of retransmissions rather than the number of channels for a larger number of transponders. However, the former forces a decrease in the number of channels and results in a higher collision probability among transponders. This can be found in Fig. 10 where the slope of IDER increases, thus IDER rapidly deteriorates against the number of transponders for a smaller number of channels. Here, the IDER equals to 1.83 × 10 −4 when the number of channels, re-transmissions, and transponders is 4, 096, 9, and 2, 000, respectively, and degrades in two orders of magnitude compared to when the number of transponder is 1, 000. However, the number of erroneous IDs is still 0.366 out of 2, 000 simultaneous transmissions in this case, which nearly equals the other case with 1, 000 transponders, where the number of channels and re-transmissions is 8, 192 and 4, respectively. Therefore, it is obviously a sound decision to increase the number of re-transmissions, thereby improving IDER even when the number of transponders exceeds the system's capacity.
Adjusting Thresholds among Correlators
Correlators to be incorporated in a reader employ thresholds to demultiplex the received signal. Figure 11 shows the relationship between SNR and IDER for each threshold. In the simulation, we have applied a newly introduced automatic threshold-adjustment scheme for comparison with a conventional fixed-threshold method. The automatic adjustment decreases the threshold value according to the correlation results for the first 10 bits of an ID bit sequence. It is expected that the automatic adjustment increases the resistance to noises better than the fixed threshold method does where the value is lowered only at the first bit.
We can see that the error rate depends strongly upon the thresholds. As the threshold decreases, the performance against SNR improves making it appropriate to establish a threshold value that corresponds to the SNR of the channel in question. The automatic threshold adjustment demon- strates greater improvement, especially for lower SNRs.
On the other hand, a decrease in the threshold may produce harmful effects, such as increasing the number of CRC errors and ghost IDs. Figure 12 illustrates the relationship between SNR and NEID, where NEID is an indicator that expresses how many non-existent IDs are generated through correlator thresholding. As shown in the graph, there is little difference in NEID values for the thresholds from 0.9 to 0.5, meaning that the probability of recognizing a nonexistent ID is independent of the thresholds. On the other hand, automatic threshold adjustment incurs larger NEIDs compared with the fixed thresholds. The difference reaches a factor of 10 even with 16-bit CRC codes, although it can produce more successful despreading in fields with a higher noise level. Further research on error-detection techniques is required to combine the fixed scheme with the automatic threshold adjustment version. 
Channel Distribution of TDMA and CDMA
The number of communication channels in a link field is bounded by the transmission duration and the number of retransmissions, while it relates the numbers of TDMA slots (s) with CDMA codes (c). To draw the optimum channel partition among TDMA and CDMA, we have simulated the system under a condition that permits nine re-transmissions in 400 ms, where the total number of channels in the system is 4, 096. A set of simulations was performed to derive the dependence of IDER and NEID on the s/c ratio, as shown in Fig. 13 , where the field SNR is 10 dB and correlators are assumed to work with a fixed threshold of 0.8.
The IDER decreases when c increases and reaches its minimum when all the channels are assigned to CDMA only. On the other hand, it is interesting that NEID shows low sensitivity to the ratio. Although the IDER can be reduced by increasing the number of CDMA codes, it also leads to both difficulty in the design of a reader and instability in transponder operation. The number of correlators incorporated in a reader increases since a reader has to despread every possible CDMA code in parallel. This also linearly boosts the circuit scale of a reader. As for the transponder, intermittent operation in waiting TDMA slots is indispensable for charging capacitors from an external power source. These design considerations limit the number of CDMA channels; therefore, we think the optimum balance is c = 64 and s = 64.
Back-End Design for Robust RFID Links
In this subsection, we discuss an example of a transponder design incorporating the optimized back-end digital processing. Analog front-end design has been discussed in [11] .
The optimum set of system parameters can be derived from the discussions in previous sections, where the 1, 000+ multiplexed RFID link can operate with sufficient robust- ness against field disturbances. In summary, the number of re-transmissions is more influential than that of channels in reducing the error rate as well as in improving robustness against any increase of field noise or an excess of transponders over the channel capacity. It is also found to be useful to adjust thresholds against signal degradation due to environmental noise; especially, automatic adjustment control demonstrates brilliant result in IDER reduction. However, the error detecting function should be strengthened to eliminate non-existent (ghost) IDs. Table 1 summarizes the optimum set. As CDMA parameters, the spreading factor as the number of CDMA channels is revised, while the chip rate is not. Figure 14 shows a block diagram of a transponder in accordance with the design parameters of Table 1 . The digital back-end part consists of (1) ROM for ID storage, (2) PRSG for channel assignment, (3) a CDMA modulator, (4) a TDMA slot controller, and (5) a CRC encoder. In the transponder, a unique of 128-bit ID is stored into the ROM and a 7-bit address counter is used to access ID data. The address counter is incremented whenever the transponder finishes spreading a single bit of an ID sequence. Since the number of channels is 4, 096, the lengths of PRSG and the PRSG counter are 12 and 4 bits, respectively. The PRSG counter is used in loading a random seed. The length of the CRC encoder is 16 bits, for which the polynomial is [16 12 5 0]. The TDMA slot counter and the CDMA bit-position counter are both 8 bits long. The Walsh generator employs the Rademacher function, whose length is 8 bits.
We have designed and fabricated the digital back-end part by applying logic synthesis and automatic placement and routing, in addition to the entire transponder circuit using 0.35-µm CMOS technology. Figure 15 shows a photo of the die, and Table 2 presents design details. Although the back-end design for 1, 000+ RFID links necessitates the consideration of many system parameters to ensure robustness against field disturbances as mentioned in Sect. 4.2, the number of transistors in a transponder back-end can be significantly small. The digital back-end occupies the small area of 340 µm × 340 µm, corresponding to 2% of the whole chip area of 2, 400 µm × 2, 400 µm. Most of the chip area thus remains available for the capacitor in a rectifier.
Conclusion
This paper proposed a back-end design for a highly collision-resistive RFID system through a high-level modeling approach. A newly built rapid-prototype simulator made it possible to evaluate the robustness of a multi-transponder RFID system against several field disturbances. The effectiveness of re-transmission against not only error rate but also exceeding system capacity was confirmed under the presence of environmental noise. Furthermore, we confirmed that the thresholding adjustment can improve antinoise performance, especially when automatically adjusted. However, further research is required for error detection scheme in combination with automatic threshold adjustment. Through the analysis of channel distribution, we discovered that the number of CDMA codes strongly influences the anti-noise performance, while the presence of ghost IDs appears to be insensitive to the ratio of the number of CDMA codes to that of TDMA slots. The optimum set of parameters was extracted from the simulation results, and a transponder back-end was designed to demonstrate the use of such a small area. These analyses have proved the effectiveness of the high-level modeling approach in 1, 000-channel RFID design.
